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Passwords suffer from usability-security dilemma
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[1] Leveraging semantic transformation to investigate password habits and their causes. In Proc. CHI 2018, pp. 1-12.
[2] Let’s Go in for a Closer Look: Observing Passwords in Their Natural Habitat. In Proc. ACM CCS 2017, pp. 295-310.
[3] Juggling security: How many passwords does the average person have in 2024? https://nordpass.com/blog/how-many-passwords-does-average-person-have/

Increasing account numbers

80-112 accounts[1-2] before COVID-19

168 accounts[3] after COVID-19

Password guidelines

Creating random & unique passwords for each account

Passwords are reused and guessable

Enhancing password security for web users

Using popular or similar passwords across multiple accounts

Heavy management burden!

https://nordpass.com/blog/how-many-passwords-does-average-person-have/


Password managers provide a technical solution
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Built-in-browser PMs Separately-installed PMs



Password managers provide a technical solution
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Generate strong passwords Encrypted storage Convenient autofill
[1Password] [LastPass] [1Password and GitHub]



Introduction to the autofill functionality
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Identity Information Form

Phone number

Name

Street Address

Email

Submit



456 Oak Avenue
Michael Smith
Manage address





Identity Information Form

(415) 555-1234Phone number

Name Michael Smith

Street Address 456 Oak Avenue

Email m.smith@gmail.com

Submit

Autofill

Users only need one or a few click(s) to fill in the web form with the autofill functionality



Introduction to the autofill functionality
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Users only need one or a few click(s) to fill in the web form with the autofill functionality

[1Password and Instagram] [1Password and Open AI]



Problem statement
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Threat model

The attacker could: 
(1) … inject invisible <input> elements into 
web forms, e.g., password, address
(2) … wait for the user triggering the autofill 
functionality to fill in stored data
(3) … retrieve the filled sensitive data without 
users’ knowledge or consent

Type of attackers: 
(1) Malicious browser extensions
(2) Curiosity-driven websites

An attack example



Our work
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Overview of our work
▪ 30 password managers, including 24

separately-installed and six built-in-browser 
password managers 

▪ 15 concealment techniques for web form
fields, with seven newly considered 
techniques, such as `clip`, `clip-path`, 
`transform`, `content-visibility`, …

▪ Three kinds of web forms: 
▪ Identity information form
▪ Credit card form
▪ Login form

Previous research

Source Target Object Concealment Techniques

ACM CCS’20[4] Six built-in-browser PMs Eight concealment techniques

PETS’20[5] Only Firefox browser Not specified

ASIACCS’14[6] Six built-in-browser PMs Only `hidden`

[4] Fill in the Blanks: Empirical Analysis of the Privacy Threats of Browser Form Autofill. In Proc. ACM CCS 2018, pp. 507-519.
[5] No boundaries: data exfiltration by third parties embedded on web pages. In Proc. PETS, pp. 295-310.
[6] Protecting Users Against XSS-based Password Manager Abuse. In Proc. AsiaCCS, pp. 183-194.

▪ Only built-in-browser password managers
▪ Limited concealment techniques 
▪ A question arises:

How do perceived more secure separately-
installed password managers perform on 
identifying invisible fields on web forms?



RQ1: User interaction strength of the autofill functionality - Intro
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Name on card

Michael’s Card
1234 **** **** 7890

example.com show
Click OK to fill your 1Password item on example.com

Confirm Cancel

m.smith@gmail.com

m.smith@gmail.com
********
Manage passwords

Name on card

Michael’s Card
1234 **** **** 7890
Manage payments

username/tel/email
Michael Smith
m.smith@gmail.com

Strong

Medium

Weak

Strong user interaction strength
▪ Detailed information of filled data and form
▪ Warnings or re-authentication for users

Medium user interaction strength
▪ Require user interaction to trigger the 

autofill functionality, yet provide unclear
information about the filled data type

Weak user interaction strength
▪ Provide nothing about form and data type
▪ Autofill on page loading



RQ1: User interaction strength of the autofill functionality - Result
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30 PMs autofill 69 scenarios

17 for personal information forms
▪ 10 PMs provide little information 

about filled data and form type

22 for credit card forms 
▪ All PMs provide strong interaction

30 for login forms 
▪ 16 PMs provide weak interaction
▪ 10 PMs autofill on page loading



RQ2: The ability in detecting hidden form fields - Method
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1. Start a browser instance and log into the password manager account

2. Import/Add test data into password manager for each web form

3. Access the test website and trigger the autofill functionality using Selenium

4. Using Selenium to log which data gets auto-filled

Require one-time
human operation

Automated testing and 
logging using Selenium



RQ2: The ability in detecting hidden form fields - Result
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▪ Filled probability of credit card forms is 48.6%, where 38.8% for separately-installed PMs
▪ Hidden fields in credit card forms are significantly less likely (0.494 times) to be filled than login forms
▪ 83.3% (25/30) PMs successfully detect three techniques in at least one web form

65.7%

48.6% 50.9%

75.3%

38.8%

75.3%
59.2%

92.1%

59.4%



RQ3: Comparison between two kinds of password managers
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[From ACM CCS’20[4]]

[4] Fill in the Blanks: Empirical Analysis of the Privacy Threats of Browser Form Autofill. In Proc. ACM CCS 2018, pp. 507-519.

▪ Built-in-browser PMs are more likely (~4.07 times) to fill 
data into hidden fields than separately-installed PMs 

▪ No obvious improvements for built-in-browser PMs 

51.0%

80.9%

50.9%

75.3%

38.8%

75.3%
59.2%

92.1%



Issues report and countermeasures
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Two suggestions to reduce privacy threatsReporting privacy threats to password vendors

Confirmed but not solved

A compromised client-side 
is not considered

Consider the balance
between user experience, 
performance, and security

1. Increasing user interaction strength
▪ Prevent autofill on page loading 
▪ Specifying the type of filled data and type 

Input Your Name

456 Oak Avenue
Michael Smith

Also fills address, phone

Name on card

Michael’s Card
1234 **** **** 7890
Manage payments

2. Using visual language model 
▪ Counting and filling visible form fields
Input: How many visible 
fields in this web form?

Web form screenshots

Output: Three visible input 
fields and one button

VLM
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▪ An empirical study on the privacy threat of the 
autofill functionality of 30 password managers

▪ A semi-automated password manager autofill 
functionality end-to-end testing tool

https://zenodo.org/records/13380735

https://github.com/Leaky-Autofill

https://leakyautofill.github.io/

Thank you!

wangding@nankai.edu.cn More research about identity authentication security, 
see https://wangdingg.weebly.com/publications.html
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